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Electronic Portal Use
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This systematic review describes characteristics of portal
users and their perceptions of this emerging technology. Recent empirical evidence (2010-2016) was reviewed to answer three questions: (1) What are the characteristics of
electronic patient portal users? (2) What are patient-perceived
facilitators of electronic patient portal use? (3) What are
patient-perceived barriers to electronic patient portal use?
Characteristics of portal users are described according to
three broad categories: demographic characteristics, patterns of use, and complexity and duration of disease. Three
themes were found related to patient-perceived facilitators
of use: provider encouragement, access/control over health
information, and enhanced communication; two themes
were found related to patient-perceived barriers to use: lack
of awareness/training and privacy and security concerns.
Understanding a patient’s perception of technology is paramount in optimizing use. These insights will allow for development of better products and clinical processes that
facilitate broad goals of improved use of information technology. Policy and practice implications are discussed, as
well as suggestions for future research.
KEY WORDS: Electronic health record, Patient electronic
access, Patient engagement, Patient portal, Personal
health record

E

lectronic patient portals (EPPs) are Web-based
accounts that patients can use for access to data
from their electronic health record (EHR). Access
to basic information including visit summaries
and medication lists is common; in many cases,
more advanced patient-oriented functions such as secure
messaging, access to educational resources, and appointment
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scheduling are available via portal.1 The purpose of this systematic review is to synthesize findings describing EPP users and
their perceptions of this emerging technology. Portal use has
grown dramatically in recent years as the result of national efforts to advance health information technology. The Health Information for Economic and Clinical Health (HITECH) Act
and Medicare Access and Children’s Health Insurance Program Reauthorization Act (MACRA) of 2015 have resulted
in requirements for healthcare providers to attest to objectives that demonstrate meaningful use of this technology.2,3

MEANINGFUL USE
The driving force behind expanded portal adoption is the
federal EHR incentive program. The EHR incentive program, also known as meaningful use (MU), was designed
by the Centers for Medicare and Medicaid Services (CMS)
to encourage adoption, implementation, and use of EHRs
to improve patient care. Attestation to MU requires eligible
providers to meet a set of objectives that evolve in three
stages with increasing requirements. Eligible providers were
first able to attest to MU stage 1 in 2011. After 3 consecutive
years of meeting stage 1, providers were able to advance to
stage 2 criteria. The earliest a provider could meet stage 2
was 2014.4 As of September 2016, more than 509 000
healthcare providers have received more than $23 billion
in incentive payments for participating in the MU program.5
In addition to incentives offered for providers who choose
to attest to MU, the program also includes penalties for nonparticipation. Medicare eligible providers who did not demonstrate MU were subject to a 1% penalty beginning in
2015. The payment reduction increases each year an eligible
provider does not demonstrate MU, to a maximum of 5%.
Approximately 209 000, or two in five, providers eligible
for the MU program received a 2% penalty in 2016, which
equates to approximately $600 million.6
On March 30, 2015, the proposed rule for MU stage 3
was published in the Federal Register. The CMS received
more than 2500 comments on the proposed rule, many of
which contained stark criticisms of the MU program from
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key stakeholders such as the American Medical Association
and the American Hospital Association.7 Lack of flexibility
and payment adjustments were the basis for much of the criticism received. As the result of this feedback, CMS revised
the timeline for implementation and made stage 3 requirements optional in 2017 and required by 2018. Beginning
in 2018, all providers will report on the same definition of
MU at stage 3 regardless of prior participation.4

MEDICARE ACCESS AND CHILDREN'S HEALTH
INSURANCE PROGRAM REAUTHORIZATION ACT
On November 4, 2016, the Department of Health and Human Services issued a notice of final rulemaking pertaining
to implementation of key provisions of MACRA of 2015.
This legislation repeals the Medicare sustainable growth rate
methodology and replaces it with a new approach to payment called the Quality Payment Program. The Quality
Payment Program authorizes CMS to measure performance
through a new Merit Based Incentive Payment System
(MIPS). By the end of 2018, the MU program will be phased
out and replaced with MIPS as authorized by the MACRA
legislation. The MIPS program is similar to MU in that providers will be eligible for incentive payments or will face
downward payment adjustments based on their participation. However, unlike MU, the new program is designed to
offer greater flexibility and focus more on improved patient
care. Providers will select measures that best fit their practice
from objectives that emphasize patient engagement and information access via the EPP.6
The health information technology landscape is evolving
at a rapid pace with much uncertainty surrounding sustainability. The EPP is no longer a feature of convenience but
rather a necessary tool that can be used to empower and engage patients in their healthcare. While providers may be
motivated in the near term by incentive payments, longterm benefits of the EPP may include enhanced quality, efficiency, and cost-effective coordinated care.8 Despite recent
studies linking the EPP to improved outcomes (ie, care coordination, building trust between patient and provider, more
frequent office visits, expanding access to care), patient use of
this technology remains low.9 As providers continue working
to enhance their use of this technology, it is important to understand portal users and how they perceive the EPP. This
review addresses a gap in the literature because no previous
reviews were found focusing on exploring user characteristics
and patient perceptions.

and barriers to increase patient engagement via the EPP.
Three questions were formulated to guide the systematic
review of scientific literature:
1. What are the characteristics of EPP users?
2. What are patient-perceived facilitators of use of the EPP?
3. What are patient-perceived barriers to use of the EPP?

METHODS
Because of advances in technology as the result of the HITECH
act, this review was limited to studies published between
2009 and November 2016. Pre-HITECH patient portals
lack modern design and functionality, making a poor comparison with post-HITECH portals. A search was conducted
in the databases CINAHL, PsycINFO, and MEDLINEPubMed using different combinations of search terms related
to patient portals, patient engagement, patient perceptions,
and EHRs. The search was limited to empirical studies in
the English language published in peer-reviewed journals.
The initial search yielded 163 publications (see Figure 1). After eliminating duplicates and screening titles, abstracts, and

OBJECTIVE
The aims of this article are to describe portal users and to discuss patient perceptions of the EPP. As providers continue to
expand their rates of adoption and scope of portal technology,
it is important to understand patient-perceived facilitators
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FIGURE 1. Flow chart of process of systematic literature search.
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keywords, the search was reduced to 58 publications. All
studies were reviewed for scientific rigor, and reference lists
were scanned to identify additional studies relevant to this review. After review of reference lists, 12 additional publications
were reviewed, bringing the total to 70. A total of 33 studies
were excluded because they did not include the patient’s perspective as an outcome variable, did not describe portal
users, were not used in an outpatient setting, or used a portal
that was not tethered to the EHR. Thirty-seven studies were
included in the final review (see Table 1).

RESULTS
Of the 37 studies included in the final review, nine used qualitative methods, 22 were quantitative, and six used mixed or
multiple methods. Thirty of the studies were conducted in
the United States, while the remaining eight were conducted
in countries such as the United Kingdom, the Netherlands,
and Finland.
Characteristics of portal users are described according to
three broad categories: demographic characteristics, patterns of use, and complexity and duration of disease. Three
themes were found related to patient-perceived facilitators of
use: provider encouragement, access to/control over health
information, and enhanced communication; two themes were
found related to patient-perceived barriers of use: lack of
awareness/training and privacy and security concerns.

Portal Users
Most studies included in this review (n = 19) sought to describe
portal users according to a variety of characteristics. Specific
characteristics and outcomes measured varied considerably
from study to study; therefore, results were organized according to three broad categories: demographic characteristics,
patterns of use, and complexity and duration of disease.
Demographic Characteristics

Demographic variables were used to compare portal users
with nonusers in 16 studies. Age, sex, and race were the most
commonly explored demographic variables. In all but one
study that used age as a variable to predict portal use, younger patients were more likely to use a patient portal compared with older patients.12,14,15,19,23,24,26,31,37,42 Sex was
another commonly explored demographic variable used to
compare portal users with nonusers. Multiple studies found
that female patients were more likely to be portal users compared with male patients.12,14,20,23,26 Racial differences resulted in significant differences in portal users in six studies.
All six examined differences in portal use according to race
and found white users to be more likely than nonwhites to use
a portal.12,16,19,25,26,28
In addition to age, sex, and race, other demographic
characteristics were found to have noteworthy associations
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with portal use. Insurance type was included in two studies,
which both found portal users to be more likely to have private insurance.16,28 Osborn and colleagues28 conducted a
study to explore how the portal could be used to improve
medication management and adherence support in adults
with type 2 diabetes. They found that portal users were more
likely to have private insurance and higher levels of education compared with nonusers. Similar findings were revealed
in a study among parents of children with asthma in which
portal users were more likely to have private insurance and
more severe asthma and to be taking more medications compared with nonusers.16
Patterns of Use

Two studies included in this review attempted to describe
portal users, not only in terms of demographic characteristics
but also by patterns of use. To describe both types and patterns of portal users, Jones et al22 conducted a quantitative
study using a sample of patients with cardiovascular disease
or diabetes (N = 2282). Findings revealed the most prevalent
user groups among this sample were patients who spent a
short amount of time in the portal, those who had infrequent
but intense use, and those who used a specific function of the
portal such as electronic messaging or appointment scheduling. Overall, portal users were found to be highly heterogeneous in their patterns of use with a clear gap in understanding
the link between portal use and patient outcomes.
Similarly, Schneider et al33 identified different parent groups
according to coping style and use of a patient-controlled
EHR in the United Kingdom. Semistructured interviews
with parents of children with chronic illness revealed four
different use patterns: collaborating, cooperating, avoiding,
and controlling. The patient-controlled EHR met the needs
of parents from the controlling group (defined as approach
oriented and highly motivated to use the patient-controlled
EHR) and the collaborating group (approach oriented and
motivated to use the patient-controlled EHR) more than
the needs of the cooperating group (avoidance oriented, less
motivated) and the avoiding group (very avoidance oriented,
not motivated). The differences in patterns of use according
to coping style have important implications for designing
future systems to meet patient needs. Patients do not all respond in the same way when provided access to health information, and consideration of basic needs such as autonomy,
competence, and relatedness must be taken into account.33
Complexity and Patterns of Disease

Variables related to complexity of disease, time since diagnosis, and office visit rates were included in several studies. In
three studies, patients who used the portal were more likely
to have complex care needs requiring more frequent office
visits compared with nonusers.12,16,24 Higher rates of portal
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Table 1. Summary of Systematically Reviewed Articles Describing Portal Users and Perceptions
Author
Alpert et al10
(2016)

Country

Portal
Usersa

Method, Sample Size, Population

Theory
None

United States

Multiple methods; interviews and
focus groups with patients (n = 31)
and clinicians (n = 13)
Quantitative; telephone surveys of
outpatients (N = 180)
Quantitative; patients from federally
qualified health centers (N = 74 368)
Qualitative; focus groups with outpatients
(n = 21) and providers (n = 13)
Quantitative; adult patients
(N = 332 381)
Quantitative; outpatient veterans with
diabetes (N = 201)
Mixed methods; parent surveys
(n = 237), semistructured parent
interviews (n = 22), clinician focus
groups (n = 10)
Qualitative; interviews of parents of
children with asthma (n = 7); focus groups
with parents and providers (n = 51)
Qualitative; interviews with patients
with chronic illness (N = 15)
Quantitative; portal users with cancer
(N = 6495)
Quantitative; outpatients (N = 159)

United States

Quantitative; outpatients (N = 7088)

None

1

United States

Quantitative; patients with chronic
conditions (N = 1041)
Mixed methods pilot study; veterans
(n = 60)
Quantitative; outpatients with CD or
DM (N = 2282)
Quantitative; outpatients (n = 2512)

None

1

None

1

None

2

None

1

Quantitative; pediatric primary care
patients (N = 84 015)
Qualitative; interviews with patients
(n = 36) and caregivers (n = 16)
Quantitative; patients with DM
(N = 11 518)
Quantitative; patients of federally
qualified health centers (N = 42 317)

Patient activation

1, 3

Qualitative; veterans receiving home-based
primary care services (N = 14)
Mixed methods; focus groups and chart
reviews of adults with DM (N = 75)
Quantitative; outpatients (N = 11 352)

Grounded theory

United States

Ancker et al11
(2015)
Ancker et al12
(2011)
Black et al13
(2015)
Buist et al14
(2014)
Cho et al15
(2010)
Fiks et al16
(2016)

United States

Fiks et al17
(2014)

United States

Gee et al45
(2015)
Gerber et al19
(2014)
Goel et al46
(2011)
Goel et al42
(2011)
Graetz et al20
(2016)
Heyworth et al21
(2014)
Jones et al22
(2015)
Jung and
Padman23
(2014)
Ketterer et al24
(2013)
Latulipe et al18
(2015)
Lyles et al25
(2013)
Mikles and
Mielenz26
(2014)
Mishuris et al27
(2015)
Osborn et al28
(2013)
Phelps et al29
(2014)
Pillemer et al30
(2016)

United States

United States
United States
United States
United States
United States

United States

United States
United States
United States

United States
United States
United States
United States

United States
United States
United Kingdom
United States

Mixed methods; patient records
(n = 14 441), patient and provider
interviews (n = 13)

Perceived
Facilitators of
Portal Useb

Perceived
Barriers to
Portal Usec

2, 3

1

Patient activation
None

2
1

Grounded theory

1

None

1, 3

None

1

2

None

1, 3

3

None

2, 3

Grounded theory

2, 3

None

1

1

1

None

1

None

3

2, 3

None

1

3

None

1

1

None

1, 2

2

1
1

1

None

1

None

2

(continues)
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Table 1. Summary of Systematically Reviewed Articles Describing Portal Users and Perceptions, Continued
Author
Riippa et al43
(2014)
Riippa et al44
(2014)
Roelofsen etal31
(2014)
Ronda et al32
(2014)
Schneideretal33
(2016)
Tieu et al34
(2017)
Turvey et al35
(2014)
Urowitz et al36
(2012)
van der Vaart
et al37 (2014)
Wade-Vuturo
et al38 (2013)
Wright et al39
(2014)
Zarcadoolas
et al40 (2013)
Zan et al41
(2015)

Country
Finland
Finland
NLD
NLD
United Kingdom

United States
United States
Canada
NLD
United States
United States
United States
United States

Method, Sample Size, Population

Theory

Portal
Usersa

Quantitative; patients with chronic
illness (N = 876)
Quantitative; patients with chronic
illness (N = 222)
Quantitative; patients with DM
(N = 2674)
Quantitative; patients with DM
(N = 12 793)
Qualitative; field study with patient
families (n = 16) and pediatric
providers (n = 11)
Qualitative; interviews of patients with
chronic disease and caregivers (N = 25)
Quantitative; veterans (N = 18 398)

Patient activation

3

Patient activation

1, 3

None

1, 3

Qualitative; interviews of patients with
DM (N = 17)
Quantitative; patients with arthritis
(N = 360)
Mixed methods; focus groups and
surveys of patients with DM (N = 39)
Quantitative; outpatients (N = 2289)
Qualitative; focus groups with
low-education patients (N = 28)
Quantitative; patients with HF (N = 21)

None
Theory of Coping and
Self-Determination
Theory
None

2

Perceived
Facilitators of
Portal Useb

Perceived
Barriers to
Portal Usec

1

1

3

1

1

None

2

1

None

2, 3

1

None

1, 2

2

None

2

None

2, 3

None

2

None

1

2

Abbreviations: CD, cardiac disease; DM, diabetes mellitus; HF, heart failure; NLD, the Netherlands.
a
Characteristics of portal users: 1, demographics of portal users; 2, patterns of portal use; 3, complexity and duration of disease.
b
Perceived facilitators of portal use: 1, provider encouragement; 2, access to/control over health information; 3, enhanced communication.
c
Perceived barriers to portal use: 1, lack of awareness/training; 2, privacy and security concerns.

use were also found in patients who had been given a diagnosis of a chronic disease within 1 year.31,43 Conflicting evidence was found pertaining to office visit rates and portal
users. While Ketterer et al24 found portal users to have more
office visits compared with nonusers, Riipa and colleagues44
found nonusers of the portal to have more office visits. In addition to an increased number of visits, the timing of the office visit was found to affect portal use. Buist et al14 examined
use of the portal among early adopters and found that those
who had recently had a well-patient visit were more likely to
be portal users.

Provider Encouragement

Patients whose provider encouraged them to use the portal,
for either a specific task or general use, perceived this as a
stimulus for portal use.13,26,29,32,38 Patients who received individualized instructions regarding use of the portal from
a provider were more likely to use specific features such
as secure messaging.26,38 Phelps et al29 found provider encouragement and assistance with the first login resulted in
improved use of the portal after 3 years. This result is especially noteworthy because most studies in this review used
cross-sectional data and did not study variations of portal
use across time.

Patient-Perceived Facilitators of Use
Understanding patient-perceived facilitators of portal use is a necessary prerequisite to establishing a link between portal use and
improved patient outcomes. Patient-perceived facilitators of portal use include provider encouragement, having control of and
access to health information, and enhanced communication.
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Access to/Control Over Health Information

Perceived access to and control over personal health information was found to be a facilitator of portal use in 12 studies included in this review.10,15,17,18,30,35,36,38–41,45 Patients
value the convenience and immediate access to their health
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information and report feelings of empowerment and increased engagement when this information is readily available.40,45 While perceived improvements in engagement are
important, even more noteworthy were patient perceptions
of the portal as a tool for improving confidence in selfmanagement activities.36,40,45 These results suggest potential in using portal technology to engage patients in self-care
and disease self-management.
Another important finding related to patient perceived
access/control was the patient’s ability to identify and correct
errors. Findings from multiple studies revealed that patients
recognize the importance of error correction in the EHR
via the patient portal and value the opportunity to avert a
potential safety event.17,30,39
Enhanced Communication

Enhanced communication between patient and provider
was identified as a common patient-perceived facilitator of
portal use.17,18,21,25,33,36,40,45 In one study, the potential for
enhanced communication was identified as the most important feature of the portal.45 Using the portal to enhance communication has important implications for the patient-provider
relationship. Lyles et al25 hypothesized that patients who
used the portal would have enhanced communication and
trust in their providers. Findings revealed a positive association between trust and being a registered portal user.
The portal offers an additional channel of communications, which is perceived by patients as enhancing access to
their providers. Patients reported that secure messaging,
available via the portal, improved access to the provider,
especially between in-office visits. Patients reported this expanded access as contributing to more efficient and higherquality face-to-face visits because patients could keep their
provider informed of changes that occurred between visits.38

a login, not knowing the portal existed was the reason 72.4%
of the respondents indicated that they did not use the portal.
Turvey et al35 surveyed patients who were registered users of
the portal and compared patients who actively used it with
those who did not. Of the total sample (N = 18 398), 33%
were current users, and 63% had never used the portal.
When nonusers were asked the reason they did not use the
portal, 61.3% said that they were not aware that it existed.
A lack of awareness of the portal was also found in two
qualitative studies. Black et al13 conducted focus groups
consisting of patients with asthma in a low-income urban setting to explore portal use. Findings revealed that lack of
awareness of the portal was the main barrier to portal enrolment. Similarly, Mishuris et al27 conducted semistructured
interviews (N = 14) with patients receiving home-based care
to identify barriers of portal use. Patients stated that they did
not know about the functionality of the portal or how to gain
access. These findings are especially noteworthy because
these patients had acknowledged being mailed a flyer or seen
a poster about the portal yet perceived a lack of awareness.
Furthermore, when asked how they would like to learn more
about the portal, most were enthusiastic about having a provider describe its functionality and how it might benefit
them personally.
Privacy and Security Concerns

The synthesis of findings from studies included in this review
reveals two themes related to patient-perceived barriers to
portal use: lack of awareness of the portal and privacy and
security concerns.

Privacy and security concerns were perceived to be another
barrier to portal use.11,13,18,38,40 Zarcadoolas et al40 conducted focus groups with low-education patients from
New York City (N = 28) to identify their perceptions regarding use and value of a patient portal. Privacy concerns were
raised in three of the four focus groups. Participants voiced
concern regarding their health information being compromised by hackers and password security. Similar privacy
concerns were noted in a qualitative study of low-income patients with asthma (N = 21) wherein patient distrust of technology and the threat of identity theft were perceived as
barriers to use. Despite these concerns, participants seemed
willing to accept the risk of security breach for the benefit
of a convenient and accessible health record.13

Lack of Awareness/Training

DISCUSSION

A lack of awareness of the portal was the most consistent perceived barrier to portal use; in fact, it was the main reason
patients identified for not using the portal in six studies.13,27,28,32,35,45 Six additional studies included reports of
patients who felt that they were not given sufficient training
or instructions regarding use of the portal.10,16,33,34,36,46
Ronda et al32 conducted a study to identify perceived barriers to portal use among patients with diabetes. Patients
with a login (n = 1500) were compared with patients who
had no login (nonusers) (n = 3000). Among patients without

The aims of this literature review were to describe portal
users and to discuss patient perceptions of the EPP. Understanding the patient’s perception of this technology is a necessary prerequisite to future work aimed at optimal use.
Understanding why and how patients use electronic portals
will allow for development of better products that facilitate
broad goals for improved use of information technology. Ultimately, patient demand for portal features perceived as
useful will be necessary to achieve widespread portal adoption and realization of potential benefits.

Patient-Perceived Barriers to Use
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The MU incentive program is currently the primary driver
of portal functionality and adoption; however, the program
has been criticized for lacking emphasis on outcomes and a
one-size-fits-all approach to effective use. Stages 1 and 2 of
the MU program included a number of objectives focused
on increasing patient access to health information. Stage 3 objectives place continued emphasis on access but also include a
focus on patient-centered communication for care planning
and care coordination through patient engagement.4 While
the changes proposed under MACRA, namely the MIPS,
continue to focus on improving engagement via the portal,
the proposed rule does not address long-term sustainability
of the EPP once the incentive program is expired. To continue to use this technology to improve access, contain cost,
and improve patient-centered care, we must consider future
needs of both patients and providers and develop ways to
evaluate this technology.
A consistent limitation noted throughout this review was
the lack of theoretical framework and inconsistent conceptual definitions. For healthcare providers to track success of
the EPP and evaluate specific functions, concept development is necessary. Many studies in this review identified
“portal use” as the outcome variable; however, I would argue that use is multidimensional and should be considered
beyond simply the number of logins. While most studies included in this review defined portal use by the number of
logins, there are other important characteristics of use to
consider. Variability in the frequency of use over time, consistency of use, and specific features or functions used can
provide insight into opportunities for enhanced use of
this technology.
The conceptual model for understanding the link between portal use and changes in patient outcomes is not adequately developed and must be improved to identify
appropriate outcome measures and to test more robust hypotheses. Correlations among portal use, behavior change,
decreased resource use, improved quality of care, cost containment, medication adherence, and patient satisfaction
are only some of the possible outcomes that need to be considered in future research. Development of a conceptual
framework that allows for the testing of robust hypotheses
must be conducted to advance the science related to portal
use and salient outcomes.
Several studies in this review found that patient and
provider perceptions of the portal are correlated and interdependent.13,25,26 Patients want their providers to encourage and explain to them how to use the portal, as
well as provide multiple opportunities for training. Despite this desire, providers are not adequately exposing
and training their patients to use the portal. Lack of awareness of the portal was the most common patient-perceived
barrier to use.
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Another important finding from this review is that patients are more likely to use the EPP when they are encouraged to do so by their providers. Simply providing patients
with assistance for their first login was found to be strongly
associated with being a persistent user even after 3 years.29
Incorporation of the EPP into provider workflow is a pivotal
step toward developing sustainable and relevant use.
Workflow processes must be developed so that providers
do not feel that the EPP is a hindrance but rather an asset
to their practice.
The EPP use has potential benefits for both patient and
provider. Portal use has been found to build trust between
the patient and the provider, encourage more frequent office
visits, and expand access.24,25 Expanded access to the provider is critical especially in rural areas and in areas where
providers are in short supply. These findings are significant
as we continue to refine and expand portal features and improve use; however, none of these benefits will be realized if
providers do not train patients to use the portal and do not
have the information necessary to analyze outcomes. A clear
gap in knowledge exists in regard to the most effective training processes that are least disruptive to the clinical workflow
and result in long-term portal users.

CONCLUSIONS
Understanding portal users and their perceived facilitators
and barriers for using the EPP is important to realize the
benefit of this emerging technology. Variations in demographics, patterns of use, and the complexity and duration
of disease were found to differentiate portal users from
nonusers. In addition, this review revealed important facilitators of use such as provider encouragement, having access
to and control over health information, and enhanced communication. Barriers to portal use identified by this review
include concerns regarding privacy of personal health information and, perhaps more significantly, a lack of awareness
or training to use the portal. Further research is needed to
understand educational strategies currently being used by
providers and interventional studies to determine which
strategy is most effective at encouraging persistent and productive EPP use. In addition, further development of a conceptual framework is necessary to identify appropriate outcome
measures associated with persistent portal use.
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